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Semantic location privacy protection algorithm based on continuous query
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[ Abstract] Since the user’s continuous location query request service without considering semantic information , to realize the
protection of query privacy, location privacy and semantic location privacy of the client on the road network, this paper proposes an
algorithm of offline trajectory clustering and semantic location map to choose hidden users, so that the hidden users” locations have
obvious diversity, different semantics and diversified service requests effectively protect the semantics and location privacy of the
client. The effectiveness of the algorithm is evaluated on a real map with two defined indicators, the entire process of continuously
querying road network services has a very good success rate and query processing time. At the same time, compared with other
trusted third—party model algorithms, the validity of this algorithm is verified.

[ Key words] location privacy—preserving; continuous query; trajectory clustering algorithm; semantic location graph; semantic
location privacy

By k7 R ST it A R B e A 2

0 3 B PEBOR 20 T 1P 608 HE L, B0 LR U, P

AN C DI PN IR WM SN &
FEZE AT O S 35 0 25 1 TR B ol ok T4 A [ B
MR GRS . 2014 4E | iPhone JH P AL 5 =5 1 4
i SRR A TG FA B e SRR A LBS (JEF 7
(A BV 55 ) 07 T Bt ) 457 ‘B 45 S, AT e 0 7
KEACEE B K, P LBS R
B, Qrfar B P B A N B R Bk — A 15 A e 1 )
3,

A W BRA R LY R T A& i
Fil,— e 98 HATH b — 1 Ao P b f 45 i
Sk BAE A R, 2ok B AR RS Sl
oI SR 25 A% g AL FE Ok, X nT BE 2 Bk 1
K, 2007 4F, Liu 15 580408 & AT R AAAL B ) 1-
2= SRR R AR B T 1 - Z R DL

BT SCAS R A P B T8 B
FUnl REAERZ R P AR BE B, Wz P AR AR A
FMpms . o TR T 893 A, Damiani 2
NSO SRT R S B BTS2 W SRV L
AR B AARC B SO, BB SR T 45 5E
BB T S R RN A 2R B BT B B ALRE B, (E2
XA S A R AT D AN S BRI AN
S LY A T AR 3l (HAE LSR5 B2 S A
FUORER I35 TH % 9 2 b PRI AT R 5 B AL B
Lee S N 2 T —Fi (7 & BRORAR B HER  1Z R
AL TR 2 T B SR AR =5 Al
fr B2 IR 55 1M 55 A A R i S A B oR M 2
PR SO, [RRE BIFTE I %8 T O LA
23 [, L R BR A T 2 T SRl it . SO — 25

E£WmA . Lhi{ERLE A BB AR E & 9000 = I BT L 4 (AGK2019004)
YEE BN BRI (1995-) 2, B-HgE Ak BT 07 1] R AR 2815 B %4 kA (1964-) , 53, i, #4%, CCF =443 51 (No.

06601S) , FEHFFT 7 1] TR LS 515 B & FRAVRY,

s BHA: 2021-04-06

P EFRE LN ¢+ 44 it 5 5 A




57

PR, F . BT IESAWATE A BRI 157

FHR M Z AR R AT 2 &~ BT
L - ZARPERAAARE . SR, B E A2 BT 4R
A SCAE L — B, 35 o8 75 4 X R RA PR3 1Y) 552
P BB

ARSCER T — R PR P 1 SO B RERA RS T 25
AT B 2% I 55 B RA PR AP SR STHRIN T

(1) 48— Ff B LR 2EAZ 3l P Bl i) 33030
I FHTELR T (8% Sl Sk i Bk % B 44 JH
e i 5 S ) B AL PR P R

(2) $ 8 —A> A aH A B 5k, LA Bl
T 7 AELR TP T8 ST ) S A g e e 2R
5T S B RS AR OR3P P R R 3%
SAT AT UL B

1 RAZERMEERMIA

1.1 RGZZEH

T RS TR R R, AR SR - R B
i (MC) (BEA M55 8% (AS) FHE T B 1Y Al 55
R (LBS) A il {528 = IR R &850 Mess iR S5
PEALRT R I 24 MR 55 2L T P AT IR TG AR 55
TR (AT 25 ) B e . o 8 R IR 55 18 R 08 122
AT DL 3 2 7 i o W LT I Y R LBS A i) IR 45 i
FTAREL, AR B AP E O | B 44 g5 2 W LR
(7 B R 5515 R B , TER sl P il sk LBS 13
K I PR B AR AR B8 2 i o B O . TR AR
MC i P B RABC & S |, BISTEE 44 60 1 P 8

RGMINZ R AS, AS HBOBFEAAE (CR) FITES R
BB RIS (TCE) H K, REMITIRERT LIE SCH «

(1) BROBUAFfifs J2E PRAF — 26 LRI B 1) 45 51, It
it FH LR 2 BRI 14 B X 3

(2) B BT | BT RS 20 FH P 0 03 5 40 g
TR, A5 E 1 B,

LA CR 1 g
@ (aingh St SO Tl

&) frif) | | AR

#3) + Lol i
4 TCE LBS 55
gy

[ 44 i 55 4

B

1 REIEZR

Fig. 1 System framework

1.2 FEMIEE
HEEME—NERE G = (V,E) R, HixxX

mV=(ng,n,...,n,) AEMBE=( (Sy,mn) | ng,
n, €V) Fm, Edge = (S, ,w,,w, ,con,n,n;) € ek
IREHESCPRIE B2 T 2 SR n, B, B,
HJE MG B B RAT S, B 2w, ZCIH %
w, FIRSSERIEH con(sr, 51y, ,sr, € con, HiHt
TS sr e — DRSS TER) o WFFEH KRR i Bt
JERRIS H AT 7038, BB b E Bt B (PR <
40 km/hr) 338 % B (40 km/hr < [R3# <70 km/hr) .
(70 km/hr < BRI <100 km/hr) | 585823 1 (B
=100 km/hr) , 55 pa hex Fom, Bk, B
B w, T poa h i ex Fom, Bl w, = ex TN
PR P28 B AE R RIECR ¢ FIAR AR N (x,y)
HHE: S LERIEZRAR N L = (S,,%,y,0)

EX1 BE W TR = {1,010, 1,1 FR
AL, S8 B P2 | BE I [R] 28 AL AL 1,
Lyyee 0, BRI P51, b B bR R AT ¢, PE—F5
o XTI PR UL, XF 0 AT RE 5 B 4G
B E By AL B IR AR

EX2 BXME HXEE DX, TE
I P R A TP BA AR 505 R QAR |
PG TG BhAE, SR BEBE o m] SRR AT LU T A
Bl

EX 3 K NTHEWHRBET =
[TR,,..., TR, | TEIEFEM L [ FE cw, ZTERA
RUBE M w, 1 A B %) i B s, IV S
I, RFE SR op ca ch cex , HHV AN H VT AR
TNH cwy o

EX 4 KB MNTHEWPBET =
[TR,,..., TR, | TEiE M %S I HERE C T A 2R 1Y
E£E5 00 C = {ep,ca,ch,cex} ., HI,C FnEAE
53w, BIITA L,

2 HEREEERIENMEHR

2.1 HUBEREEHEZE

BT R B o X G A R — LA T SR
J&, B LIRS P A [l — g B L AR Bz ShReAiE 2
Lo HPUE R T2 7B i
A RABEA A 2 R 26 F 0T 1Y), DR e A s 2l o S —
AT ISRFIE , X LERFAE AT S 2 i B EAT AT FE LS
SR RAVRHIE, P, m] RO ES 2kt v Al 200
GLIMA R A0 P D e 2R Z iR
P S B R AR B B id | IR 55T R U 1)
JE (IR IR] g B i B R L B8 PR R s A sl
AL BRI B B 728, MU IX —SE8fE B,



158 B o /5 M5 MM

RS

P T —Fh T P L B R R, e —
M T=1{TR,,...,TR,} FRH—HHPBAE TCE
Kt NS —AN7 1, Bl 5 — A0 & L, 1SR LE
TR, = {1yl 0y, 0, o B PR AN 225, 151
Wi and 1, , IO FH B DC L )7 K6 A8 I3RS 5 2
A 6 BEAH 2 )30 e 52 X B IR A A Y
VBB R AT A IETERG A BRI R iy 1, F0 L, Z 08
R 25 AR TR, RSS2 )5, TR, "HE
R RTINS B0 48 3, T Bl
Sy ERAREE R (o) o BN, 2R 2 Bk ¢ B
B 2 FB 3 Wrdny 2 DM A, AT B Bl
R R T 23k s 1] B, 90 343 SR — R v () [ B
B (tb) , X T AT FLal 48 F 52 e /2

S D E
B3
il
A
S
—
Bl | B2

2 HUTE RN ER S ABEES
Fig. 2 Trajectory road network segment is divided into trajectory

fragments along the road

MR B id LI R (v) (B AT
] (2b) FiZ e B (4 3 B8 R ) oL %ok B 18 o £ 47 70
WP —HER, KGR Brp AR
PR SSEEE w, AU R BB, 28
WA — K s S I 1] BN BLAT R SRR T P Y
FIRERE, Blan 7EE 2 AR A LS B A
FALR AR I8 2 Be 2 ¥ A 3 M SCim % B, Bt 1
BA2WM%E, F—Bid T —H LA —A B
W cs,yo EAEMRIE b = (S, ,w,,57,0,w, ,th,n.n;) 0]
B id iyt — A EEATE VR b BZBE R FORE
M, fJE B RLE B 328 w, T IITA BG4
TN cpcach cex € C E"J?’é/ﬁ%, R 4 % B 432 3
T KA B T BeosU =LA A [8) 067 & 3 L T
— R A C 7, BRI INETE 1 R,

Bix1 HEREHEZE

BN <AREG>, <T=1TR,1TR,,., TR, >,
< TR, =1,, l,,l,,...,1, >

O#itH < EWEC = cp,ca,ch,cex >

LAEE G 35 V(n,,n, e V) HILE (e e
E) A

2: for TR, ,i = 1...n do

3 KA RS 1A L, LIRS BRI i n

4 KRG SRR A L R L, ZIA)

5 A BT B 50 TR 230 of ;

6: AEEA e SPHCME—FRIN S, ;

T T of 19 b AT

8:ME S, v, oL, th, nn, M| nn, | ¥§FTH of
i e ST b

9. end for

10 7EREA b HIPAl w5

VLA ¢ FHOFTA b 4MALH s,

12 XA es,, 4 w, F cw, A

13 K0T E cw, ik C
22 EXMWMER

AT ST — A SO E S, AT B ik
PEE BRI TP T PR AP 38 A B B AL, #5182
AL BRFARE LA [) IR 8] F P D7 Tl >R A P
FNYFIFRIE Ry A8 SCRLE s e, Bl anig b+
S FH P AT RED R AH 2 AN AT B [0) LAk | X
HUAT AR — A i o] R AR iR — A A, (H R
We b LR, HLP AT BB 0] 4R SR 3 I | B 5 4545 AXUAR
SR FH A 1] 2 08 FH P 05 1) 2 AN 8% 1Y, PRI R
—A 24 A RORFRIE U E T AN A

BRI (1) Frs .
SL, = {Ly,L,,... Ly} (1)
Hodr ) Ly Ly .ee Ly 53 51378 He— AN /NE Py 4

AN SRR P IRB 3R R TE Ly Ly oo Ly,
SRHERIIR S 2 30, B0 AL B | T | BB R
LRI e 2K, Frh e e RIS
W55 2K 50 A3 2 S T 3 K fL A AR 55 e
FH P 8 ST SR 1 | - SRR N
SRR AT — AN Y I B, H b A 08 1 £ X
S, ASTE A BRI B0 B BER T A S
FEITE SURL 4 S, e P P U 2 4y o 7 I A )
A BB B LA G R SRR, 2 —
AN SUALEIE G SRt A i S A B AR
W5 ¥ SR AR 2 R,

Hif2 BXNEEREE
BN < BHHE G >, < SL = (L, L,
L,,..... ,Ly) >

wH <BXNEREG > M < SLu >

LA G 35 V(n,,n, e V) HILE (e e
E) W

2. forL;,i=1,...,ndo



57 W PUREIR, 4. B TSI NTE UL E AL P Sk 159
3 MR w HATHRIE Ly, Ly, Ly, ... Ly cwy(b, ) AR5 q FIHE— A BBEFE b, AHIE, H
4. B R—-HL,, L, L,,..... Ly, FEAAR] u T cwy(b,_,) # cwy(b,) # cwy(q),
5B R SLu R BRI AS S B — 1 A HABTEL ]
6: end for P g hBE AT b — 1 AP A TR AL X Se g
7: forL;,i = 1...ndo TEMICAS F B AL 3] g > K DX, A 2R ANl 2
8: i AF] G X BESEAR 2 T A A AR R Bl . P id B
9.3& [ G’ BR, IR N UE id SR E R OB BB X R, R, 3
10: end for W AR R ELA BB X AR R, ISR i MR SR

3 BRFIRPEE

TEIX —FR 43, F 2l aule SR 2 AR A i S Ao
BRI K B FAR AP 35 B 3h % P i (MC) UL g =
(Gua Lot tf b yst) BB R IEHT A ¢, Hd 12
BB AR 1, A E ST o Rt AR, RS
TSRO s, BRRARCHE SCHF &, q, 2R 0 id , 253200
A A ) g B, AS B E T g ROBTE], 40 i &
KA H A B Bersr2E 5 6 Y g FHOCHEK
AT A E L LA ST Jm o i o5 kY SL, 28
e

E X —ASEI . o, AR T XA BE A
EEPITIELE, w, = o BWKESTE b WE) B
KL, SR B A o H AS 148
D3 SR

R T LB R ES MC W, TCE # RBR 1
B MC T cw, LAIM A S0 BEHLA 4R £ - 1
AR, I TSR rh i £ — AN ] eb 6 2
q IR LR, e i B AN 25005 2 BT Y BRI 5%
1, DA B SR FH BE BB SR A T 72 110 48 0T B FA DR
1, B C 450 . ik e i BE A A 2506 2 LA T JL
J7 1

(DEEZEE -1,

()55 (k= 1) DEBERIEFE b, BIE B b,
WAZBUHG FE AT g BYRTTE] ¢ FEE — DL FEATE b,
HIRFTE] b, B0t € b, 5t € th,_,

(3) ] 35k 7 1 5 2 A2 38 8 FE G 2w, (b) =
o,w((b) =0, wl(b_) =0,

(4) e sr(b,_,) MRS IEK sr(b, ) A
RES ¢ P — DT AL b, MR 55 38 K AH W],
sr(hy) #sr(b,_,) #sr(q),

(5) % (k= 1) ANFrik it b prig e il X
108 LIRSS ARHE SL, (b, _,) WZEHIANL g FIEE—A>
TR b, (SN B SL,(b,) # SL,(b,_,) #
SLy(q) o

(6) % (k — 1) A3k £ 09 3 5% 19 B 4 28

B kAP ARG R, 722 %) LBS,

XF T LA ) LBS, £ ff il AS TR (of-
ti) BT b A o AR T R 2 IR 55, U] AS
KRR ER — AR R ) 2 22 Ik 55 19 P B ok, LA
A A ) T ) DR A R ] 190 0T P, DT B 2%
B ORBSBAR T . SO R — i b & e
Bl i) FH PR, DM AE LS 5 R — BoRE G
T A BB R AT HE A4 R B T n 7R, AL 5
BRI 3 ik

HiE3 BRARPEZ

BN <®Elqg=q,, 1, k, t,tf,sr>, <K
#% cw, = (cp,ca,ch,cex) >, < G >, < SL, >

B <FRUR X >

1: forqgfEt =1, =i KT,

2. M g t,, e, cw,, L FISL,;

3.0 cwy(b,) # cwy(q) Ft, e th, e THANL
Byt EERR (b))

4. 85 * w, (b)) = o, SL,(b,) # SL,(¢) H
sr(by) #sr(q);

5.5 10 475

6:.fork > 2 do

74815 w,(b,_,) = osew (b, ) # cwy(b,) #
cwy(q)ssr(by) # sr(b_) # sr(q);SLy(b,) #
SL,(b,_,) # SL,(q);

8. end for;

9. if i /& 7 174AF then

107545 FI#) e LREREAFIEDN b, B b, BUTELL

1L B = 1A ¢ 8 g BROREIE A X R,
12 i id B4t g,

13 43 B X IAR IR R, 5

14 R IEE -4k

15. end if

1644 R, %% ) 3| LBS;

17 fort > t, =ido

18 R AT 2-17;



160 B o /5 M5 MM

RS

19: end for
4 ZEMSH

ARSI SRS FNTE S B PRI A 5 RE A 41K
(IR ST GV e FR A S 1 Dig L & EE i | i i
T i B R A 2 3 e >4 i 44 R R ) A ] A A
T SORMEWT TP BB B, O 1 sl A £ 100 ) 5
PR, iy AR SCH kOl S AR [ R 55 19 2 ST A
Al —A~ B 44 4R b, i LA 254 0T RO ME R
ko X T BTG A SCR A A R 497326
K BSGRA [FI AL E R P, PR UESE ™ S i SO B B4
P HIRERA 1/,

5 KBRERSH

5.1 LR

AR A G O S U P TR M S A
LBS il 55 i B 28 LK B0 AEAR G S BUE AL TR X AR 3¢
BRPERERY R L )2 5 Kamenyi i \ DR
FUFA P 977 53k VD — DCA ( Authenticated Velocity —
Distance based Dynamic Cloaking Algorithm ) J7 7% it
O s L,

ARSI R AT JAVA 523, BT 65
Intel (R)Core (TM) i5-8265U CPU 1.80 GHz,8 GB
WA, B:4FE R 8t 0 Microsoft Windows10, 5% 56 44 J&
SR FHELEHR 1T 2 B D 4 AR Y A 4
106 867 IS (45 8) ,213 734 K3 H (34) I
P LB 20 148 A POL, 04 13T 50 AN
MM MR 55, VBN ih A&, BERR S s idsk T 100
AMRHR, SR VEE T 10 000 K H A ) I SR 1 H
JU IR i R DO R AR BE RS 3l W H e T
ANV IR 55 35K o AR A SCIY 43 RN B i, X i
A Bt AT R BRI
52 ZWERSH

AR | A i) Ak B S ) %o ARk A P i
Pyl X AMEET SR T

(1) BEENA  TE SR 3l vh) 3 18] P A ) I3 e
PR E n 5T OB DB L, R e A
ML B BR AL PR AP SRR B A O R A, iU R
R, U8 B B RL PR 4 B B A HBCE AT
N

successrate(s) = CL x 100% (2)

all

(2) AT RL TN F] A i) Ak B A [ 2 B v A 4k
ke = 1 HAMFH P BT Bt ] o kT Hn AR IR Y

i 2 I e, SO ] T, T LS
M

3 7R,
T, =" (3)

n

SF- 127 R ST R i 100 B Bk M, Ho,
TR, JEATE X I R HP () BEOREHR ]
5.2.1 BEEEANERE R

WX kAP AASEBE (b - 1) BB B
DI PR BRAS 1), BF 5% T A SO S IR, R
FEBCS A i AL PRSI A P 3 s . I3 T LA HY
SF5— bl HR ) Ak B S i) AR 33 2 PR O A B AR
22 [B) A T R AT U B 2 1 . A e FR R IR B i1
ANPRRE A o6 4 B A [R] SR L v T R AT R S e
O TERI Ih A I SR B B2k 55, PRk 23 B
[P T B Rl 240 o AR 10 AP E 30 5
20 PR ) A B S [R5 356 0, 3% AT RS2 iy
ST BB, NI S T — LA B R AL
[ 218080 X AT BEJE T 51 A T AR A
W, T > T A BER [R], — kU, BIEE £ -
(ECHE i, 25 960 Ak P RS i) 1 2 Bt 2 Ee SR %) 398 A i i

e

0 20 40 60 80 100

B3 HREBHHEERLENIE

Fig. 3 Snapshots and query processing time

PRRECS R R & an & 4 frs . A
4 LI HT 10 A PRIR G B 44 10 DR LT AR RE
ANAE X R LE ¢, R IR — RO, Rk £
B RRARAT A B, FESE 10 AN PRRENES 20 4>
PRI Z 0], )28 200N R X2 i TR shv ks
T HARFE SR E S SR B, Hib k£
BB TCVE N R R, IS, BT B G ASE
it EAT ], DR B, DR R 2 B A 1 2
B2, 24k — L3It BRI A , —



57

PR, F . BT IESAWATE A BRI 161

MEIEOLT A SCEEAEEAT Y 100 P B
HRAF- 24 BB 3 ik K 87.8%
522 [EAMTEREN L

AR P 44 1) A v A BN ) R 44 1 %
T R AR SCJ 5 5 Kamenyi %5 A 3 H B BEORA
TRIPFE VD-DCA ik A v HAL i L, B ah &
F ik B AARL & SR E N k-1 =3,

100 =4
95

90

85

W%
o0
(=)

75

70

65

60 : )
0 20 40 60 80 100
PRAEH

B4 REYEMINE

Fig. 4 Number of snapshots and success rate

EAARPEREXT L an &l 5 Frs, W5 A,
T FE 42 25 (1) 45 T Ah BB ) R 4 I D 2R I Bt B
HRAIOE K AR SCHR AR T A DR AE R Pk RE AL T
VD-DCA, A VD-DCA 53023 T H a4 4
FEME HURE AR DA KSR T3 T dae /N R 1)
FERAILT O P B RA . SR, SR I T e /AR
RSS2 8 IS R i), DTS ) R G PR
JIr VAT R B 44 g 1) A 1) A JER ST (R RN AR B8 b AR
SO AN T Kamenyi 25 A i VD-DCA J5 4
R,

k —— ARk
451\ —&-AVD-DCA

(a) PELL B ]

AR SR

100 —& AVD-DCA

W%
£ 0 2 = % 0
S & 5 & & 3

p—a A ——A A
~d A

N W
(=]

(=R -]

0 2 40 60 80 100
DNEES
(b) ELWIHH
Bl5 EaBEEREX

Fig. 5 Anonymizer performance comparison

6 ZRIB

AR ok g e SR Tk i S PR AR
PR Y 2 e R T R 7E L b PR PP A B
R RO | 7R i 2 A 1 i R0 26 1 55 i ad R v
—E A b HUE R] P OIS B 1 B 4 R R
1M, A T B X SE B AR T K BEAE A7 203t T AR | 0
SEA M T ORI AR EOR . BUR A RS HAR%
JE TR T LS AL B BI85 1 AR AL | TR
5T —2 TAR FoRE 2% S E B AA R P UK

[1] ZREM8. £ S BRARYHR BUBFFE[ D], MR . W /R IR T R
2% ,2018.

[2] PINGLEY A, ZHANG Nan, FU Xinwen, et al. Protection of query
privacy for continuous location based services[ C]//2011 Proceedings
IEEE INFOCOM. Shanghai, China.IEEE, 2011 1710-1718.

[3IBR R, T k-4 008 AR Y 3 5E N A IR T].
HEHL TR A, 2017,53(18) :89-94,101.

[4] TRIPATHY B K, MITRA A. An algorithm to achieve k —
anonymity and I-diversity anonymisation in social networks[ C]//
2012 Fourth International Conference on Computational Aspects of
Social Networks. Sao Carlos, Brazil;IEEE,2012.126-131.

[5] PAN Xiao, CHEN Weihang, WU Lei, et al. Protecting
personalized privacy against sensitivity homogeneity attacks over
road networks in mobile services [ J]. Frontiers of Computer
Science, 2016, 10(2) ;: 370-386.

[6] DAMIANI M L , SILVESTRI C, BERTINO E. Fine - grained
cloaking of sensitive positions in location—sharing applications[ J].
IEEE Pervasive Computing, 2011, 10(4) :64-72.

[7] LEE B, OH J, YU H, et al. Protecting location privacy using
location semantics [ C ]//Proceedings of the 17" ACM SIGKDD
International Conference on Knowledge Discovery and Data
Mining. San Diego, California, USA:ACM,2011; 1289-1297.

[8] WU, sk, BBEAE 5F ML (a,]) -2 k-EAR
AMRAP AL 1], SHSEHURRY, 2018, 45(11) :180-186.

(N5 165 T1)



