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Construction and application of the security model of campus card system
WU Wenhui
(Nanjing Agricultural University, Nanjing 210095, China)

[ Abstract] The application of the campus all-in—one card system in colleges and universities has undergone a rapid development
process, which brings convenience to schools, teachers and students, but also presents numerous and complicated safety problems.
Most campus all-in—one card systems are developed from the mess—hall charging system, lacking the necessary top—level design
and standard specifications, and their composition mode is basically integrated by building blocks. After years of use, the current
system security not only involves hardware failures and software defects, but also management problems. Based on the construction
of the security model of the campus all —in—one card system and the analysis of risk sources, this paper proposes application

strategies to avoid risks on the basis of practice.
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Fig. 1 Platform architecture of campus card system
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Fig. 2 Security model of campus card system
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Fig. 3 How to back up and restore hard disk partitions
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Fig. 4 Interval redundant wiring method
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