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Research on integrating lip language recognition
technology to improve the security of face recognition

ZHONG Yisheng, YIN Fang, LI Jiagian, LI Chuanshi, HOU Yaohui
(School of Computer Science and Technology, Harbin University of Science and Technology, Harbin 150080, China)

[ Abstract] In order to solve the problem of face recognition security, improve the protection against malicious attacks on face
recognition system, and make face recognition technology more widely used, this paper proposes a facial recognition technology
based on deep neural network lip recognition system. Different from the existing lip recognition technology, the purpose of lip
recognition is to identify the user’s lip habits. The system requires users to read out the corresponding contents according to the
prompts of the detection party while carrying out face recognition. While verifying the user’s face, the system will carry out lip
recognition and comparison on the contents spoken by the user through lip movement, so as to effectively improve the security level
of face recognition. The experimental results show that the system integrated with this technology has better recognition accuracy in
the face recognition system attack.
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Fig. 1 The flow of system identification
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Fig. 2 AlexNet network structure
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