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Research on audio encryption algorithm based on improved 3D-Hénon chaos map
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[ Abstract] Aiming at the problems of small chaotic space and low security in the encryption of low—dimensional Hénon map
chaos, an improved audio encryption algorithm based on 3D — Hénon chaotic map is proposed. The pseudo —random sequence
generated by the Hénon chaotic map combined with the discretized hyper—chaotic system, and the randomness of the sequence is
verified by the NIST sp800_22 randomness test, and the secret key and the plaintext audio are correlated to each other. Select the
possibility of plaintext attack, use the generated pseudo-random sequence to perform circular sorting scrambling and forward and
backward diffusion to complete encryption. Simulation and anti — attack performance experiments show that the proposed audio
encryption algorithm has strong key sensitivity and The key space is large enough, the correlation between adjacent amplitudes is
low, and the peak signal-to—noise ratio of plaintext audio is low. The encryption algorithm has good resistance to statistical attacks

and robustness.
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Fig. 11 Decoded audio time domain waveform with 5% salt and

pepper noise
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