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Evaluation of physical protection effectiveness of nuclear materials
based on Markov chain and EASI model
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[ Abstract] Currently, China has the largest number of nuclear power units under construction in the world. In the future, China’s
nuclear power generation will gradually account for a higher proportion of power generation. With the upgrading of criminal
technology, it is of great importance to improve the Protection efficiency of PPS (Physical Protection Systems) and ensure the safe
operation of nuclear facilities. In this paper, an evaluation method of physical protection efficiency of nuclear materials based on
Markov chain and EASI ( Estimation of Adversary Sequence Interruption) model is proposed based on the analysis of key nodes of
the defense system. This method considers the criticality of PPS protection nodes. The overall protection performance can be
upgraded with the minimum efficiency ratio. Finally, the key nodes can be found through the evaluation and calculation on the
scenarios and data made public by the IAEA institute, and specific measures can be taken to improve the efficiency of the nodes. The
PPS protection performance can be improved and the cost can be saved to a great extent. The results show that the probability of the
weakest path interruption increases by 4.12 percentage points, the probability of the whole path interruption increases by 0.3
percentage points and 5.37 percentage points, and the probability of interruption increases by 2.78 percentage points on average. The
results of this study can provide references and suggestions for the upgrade of the nuclear material physical protection system.
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Fig. 1 Relationship between probe delay and response
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Fig. 2 Layout of nuclear facility site
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