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Research on the setting and keeping of personal password from
the perspective of social engineering
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[ Abstract] As various platforms on the Internet successively " forbid" setting weak passwords by formal means, the difficulty of
violent cracking of passwords by criminals has once again escalated. Because the password requirements of each platform are not
uniform, it makes it more difficult for users to set and remember passwords. However, if the difficulty of memory is reduced, using
a "robust" password will lead to the risk of colliding with the library. Now we analyze the problem of password cracking from the
perspective of social engineering, and then analyze the risks faced by the current password setting and the dilemma of password
storage. Four password setting methods based on scene, tree structure, encoding and diffusion ambiguity are proposed, and a self—
built password setting model and a password storage method of secondary processing record are developed.

[ Key words] Social engineering; Password; Brute force attacks

0 51 &

EH AW, A ANHR S N % 2 (Bl
WoEAR FIRX R R D AEFERGERTEG) 1
W HATROEANCIL . W B A SCR & B AR AT
T ORESAE | W T-HLER Bl BT S RGEIE 5%, b ik
T LAY R ) AN S W, AR N
R, RS N AE B O R B,
£ PN W 178 R A7 o 1 G

X T A 1Y) R e Y ) A, H O W] T
“ P48 PR (E AL 28 v 3Ty 52 I 3E A | w00 20T
A0 — S S T e 1 KL ) R 8 5 X 2 hy R A 0
G (1= VAl S 5 I 2 I R v v/ s L 2 O
WO N, BRI S (% RS
M, AT IR EW K ) A 2i8CrHE RS T
HEMEFRFH A, HAE B E % A i 3k T
“ERHAT, REIE , TR B IR I R R
o ) S RIUE S

1 WRER
11 HRXMNKZEBHRE

B AE T S LR 114 (password ) BB FR
“HREE — R DU TR B A AT R AR R AR
FEWNTCRNA BB R R IAE, S T s X,

(1) 5 ht2f b i g i 35 05 (s AT )

(2) HEAEPRHEMS (A4,
L11 e A

TEJUT-4F Hi 25 6 gl LA 7 95 I TE R0 SO A ik 1
A J5 SRR 3 A 0 B R v, TR A% 188 A
FE BRG], Bl Dy S A et
T BT ST, B A O A A O H 2
THEAE ST BB TE— DA EZ 5 IE FilF AT IR %8
51, BET=ARIF 5T A0 2 2% B 2 L A 28 1 R 5
Ty R AR R AR A B WA K 0 T 4
Tl 2 A, S IR 8 A N HORBIFR Sy i i 25 3 ol A
GEET AR A B LA | IR 0 T e i i, S

E&UH: fRMHSPHE T H (2014YBFX103) ; fERATH L IX 55200 H (E2018-88) ; HPRATENLIIZRI H (S201910617048X) .
EE®IST: 9K BU(1996-) , 55 BULOFS0LE , F2MTFETr ) b TRORIOE; R 3 (1999-) L ABHE, FEBF T AR R L e,

s BHA: 2020-05-22

of ARIF ML K ) @ ARHT RS S A



60 B o "B N5 MM

10 %

PARBGRFF B AHR BRI i R
2 ISR L R o L 3 sl R U PR
M7 H 29 78 B A 705 SRRk AR 4 i — Fh SR 2R
BB, MG ] K B SO SRy %5 S0, B
BEAT G 5 W SCAR A W SC, BROM i S AR
1.1.2 ARSCIFR I %Y

AR SCHFFE I« RS 8 1 P T FF 15 4 ol 25
F RGN FR R 04 S pfd R T
rIE, FH P S ) B, E 28 T H Pt
FIFH PR UR By, < RS MR W IR AR, XF T
R E R EE SIS R 1T

HEE 1 AL, i B IO M- LL R 4 471

(D) S5HPHSHEHEER;

(2) 56 (RG/E#&) MENEER;

(3) H & SRR AL ;

(HFT=FHHAAE,

®1 BEBABRGITRT

Tab. 1 Password content statistics table
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Fig. 1 Carding of network security technology based on social
engineering
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Fig. 2 An example of a mixed password setting structure
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Fig. 3 Describe password classification structure in binary form
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Tab. 2 Examples of pure numeric password settings
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Tab. 3 Statistics of common platform password setting requirements
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Tab. 4 Example of password setting based on spreading and

obfuscation
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Tab. 6 Example of secondary processing for password saving
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