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A searchable encryption scheme for public key authentication randomly
generated by trapdoor
XIAO Xinyu', LI Gaoyan', SUN Wentao', DU Haorui’

(1 College of Science, Tibet University, Lhasa 850000, China;
2 School of Mathematics and Statistics, Wuhan University, Wuhan 430061, China)

Abstract: In this paper, a searchable encryption scheme for unpaired public key authentication is proposed to satisfy the trap
indistinguishability for the same keyword. The scheme resists the malicious server keyword guessing attack, prevents the leakage of
trap gate generated in information retrieval, reduces the possibility of information leakage in the retrieval process, and better

maintains the security of user information. Simulation results show that it takes 340.005 ms, 472.684 ms and 208.056 ms to generate

2 000 keyword ciphertext, trap gate and test respectively, which improves the efficiency of information retrieval.
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Fig. 1 Public key searchable encryption model for cloud

environment
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