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A virtual scene construction of industrial control network simulated range
SUN Jian, ZHAI Jianhong
(School of Cyberspace Science, Harbin Institute of Technology, Harbin 150000, China)

[ Abstract] Industrial control network simulated range plays an important role in security test, attack and defense drill, teaching
and training for industrial control system. At present, the industrial control range is mainly in the form of physical and semi physical
with high construction cost, high maintenance cost, poor scalability and single scene, which is not conductive to the promotion and
application. In this paper, based on the virtual industrial control network simulated range, a scene construction scheme is proposed
and the PCBA intelligent manufacturing scene is designed and implemented. The scene conforms to the industrial control system
specification, supports OPC unified architecture, and has strong scalability, which is suitable for industrial control network security
test, teaching and training.
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Fig. 1 PCBA Scene

P, AEN F1EM,, JABI R, ;

R, SEMIUE TG 451k R, P, 324

P, EE, signal_L, NEN} A8 M,
2.2.3 WA

e e AR A 55 0 7 A SRR S 4571
4 SRR ISR IE 1T, HAERI s R
(LB A )

(1) My, ~ M, 535 3Rshfekiim b T 22 A
4 DNTT OGS Py Py o I EE 2H RA 5 fe
2Ly L, X555, Py FIWERAE G20 P ;

() WHIRIRET, Py NE, My, ~ My Py, Py
R

(3) signal_L, HERIF G35 M, ;

(4) P, HER 41 My, Jash M,, B4 P, ;

(5) Py NERS f51E M,

(6) signal_L, NEN J38h M,,;

(7) P %E‘HT‘I"{%J—I: M, F'Dzjj M, , E1ﬁ P

(8) P, NEM fF1E M,
2.2.4  FEE AT A

F P AR A AR IRARIRAS &
5 HyER AR T .

(1) P, Py Py P, Py #HEM ¥ signal L,
B, AN AL

(2) P, P P, P, Py, #BRER W signal _L,
B, AL,
23 EEEE

S s R R Yl OPC UA {5 B EEBIYE
NN S T E DS B i D RE N B/ wii R [=PS § =2/ 8
RBE LU 4 PR,

(1) XS HLZEAY , B R AL 5% A e Gs TR
DA A S e R T

(2) HLEs ALY i AR IZ TR 2 R 3
Jr ik T

(3) TR0, B A SR SR S L 5 Hlds A
X4 N IR AR

(4) SRR 2, BB B EE 4 S IK B BT 5
3 A ERAL IR L

Y/ BRI 2 s

2 EE&E

Fig. 2 The information model
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Fig. 3 The structure of master and slave stations
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Fig. 4 Scene nodes
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Fig. 6 Using UaExpert to monitor the running state of the scene
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