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[ Abstract] With the accelerated development of intelligence and informatization, information network technology has been applied
into all aspects of power industry, therefore power information physical system has been formed. Electric energy is an important
resource related to the national economy and the people “s livelihood, which is of great significance to the healthy and steady
development of the national economy. However, the integration of information layer and physical layer not only brings intelligent
convenience to the power industry, but also increases the network security risk. False data injection attack is one of the security
hidden dangers faced by the power information physical system. In the context of building a strong smart grid in the new era,
considering the security of power grid is particularly prominent. Therefore, starting from the physical level of power information
physical system, this paper summarizes the false data injection attack problems in the four links such as power generation,
transmission, distribution and power consumption, so as to have an in—depth understanding of security risks faced by each link,
pointedly study the corresponding protection and defense measures.

[ Key words] information physics system; network attack; false data injection attack ; strong smart grid

I H, ) T SRR R ) [ R 22 B R RS D R SR A

0 3 & TN AT, 57 B2 5 PP £ 76 )

BEA 3C FAR M K R, 41y B S K
25 SR 52 ORI B8 R 5 e ORI Pl Ik
KIBRE B R 4" ( Cyber — Physical Systems,
CPS) . CPS WA TZAE B M4 5 Yy Bl SR &
RIEM—FRINE I LR AYREEIRNT AT
RGN S o)z, sl iRl B
I7 S B HE S, RN S (5 B
FRGES i TOARSS &, & Je iy — Fb i B
CPS RGi—HL )] CPS, MUK G4k, ifif HA
A&z N TR LR

L RE IR — P0G T [ R AR i BT I

E2WE.: StMARAEARIES (BRA A 2019]1100) ,

TR A 5 A 4 ) B JH TR I 1) ) 6% 242 4 XL
B AL AN WTIG N ] B 2T A A A R DR R R H
M ST A U 28 M 28 Bt 2 B
KRILARREZ—, T HL R 515 B R 450 Bk
F A5 B S AFTE I 22 4 AU A1, AT BB 12 32 21 L ) 4
HZ T E R N2 2RI T, 2R BT
) 26 T4 o 46 i PR 4 FiL X5 A s B T ™ I S,
EPINEED Y2k & SUN DN P (L e
I 22—, BB ABCECHE 3 A (False Data Injection,
FDD) B X L ) CPS Yfe A 2200, I I 58
71 CPS iy i BB T A e AR R S

EEEN: B AN(1997-), 5 BEOSEAE, FEATTCTT ) RE R R R e Al il 4 A (1971-) o BI#0R, FEESETT 1) < i
HL P R K i R ST i EH s AL DT ) (1992-) 55 B, WP BE M A B, RS Oy ) AT U] (R T (1998-) BB BEWRR

e o ey P A RS Ko
s EHEE: 2021-12-11

bR Tk K F 3/ KRN




122 B o /5 M5 MM

12 %

RSO ) {5 SR G B2 T, A
ZNEEPR T R K Ee TR R DU SR FR AR AERY
MEMREHE AT )8, LR TIRA T A7
TET 1 P 2 2 XU, DA TR A A % P e T 5 R O ) R 37
By A it

1 BOEEYERS

HLJ) CPS B— I Z4ER i R 5L, HA CPS YA
Ze bk 5 A R R A5 I 1 TR, AR
GRS R AL B AR HAR DL SR A
XoF R G0 A8 SR B A e RDDR 285 A7 552 N 000 M 2, o
THAORGH K Ji 2 BT AEEEIAT PR
A B S AR a8 ] rpo L BE AT B2 0 AT R
HTAE I L T ARG A RV E P 98 & SEL R G
RPERERR AL TN R e e Ae e a4, PR R RE IR Ay T

SRR
ﬁ \m 1’ sm
K ) 246 75 45

~.. A3

T fUifi

> I K 4 S A
ktﬁg%iﬁ?fggé ™2 (Internet, G
3L CES)
........ >
@ P
N Sy T P A
A e
Y

Y
a SESESETY

i r BCHL R

FEHEN

bR T HA— B CPS MFEA R Z5h, B ) CPS
M H A — SO R TR T T |
AR R e R AR A X O
T R GEHNERAFAEAR Z2 A0 5 PR AN 25 Bh 0, 25 e 55
FR YR E R R T AR TR Bk, AT
BORAG R RYICIFRERS SEI U R T AR, DURIE R 5E
LA FaE ATRE, 7EFL) CPS Hh, R GE AN fiEg
A TR st DRG0 T i e T T )2 22 [ A, B
INGE, AR | PR 190 268 RS 1 D BE A9 3% 1
PRS2 M HAT: ] H At T (9 45 40 5 D T 2L,
WA HLPAA T I ] i 542 O PR 158 E , A BEAE
T 1 AN E 1 R 0 P [ 5 80 AN ] W 1 fE L £ 2
VA8

T R
[ I3 LR
- P ffesionnes » & & &

RIS RS /

E1 BAEEMERZEKME

Fig. 1 Structure diagram of power information physical system
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