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Ciphertext-only fault analysis on the lightweight tweakable block cipher CRAFT
CAI Tianpei
(College of Computer Science and Technology, Donghua University, Shanghai 201620, China)

[ Abstract] CRAFT is the lightweight tweakable block cipher that is suitable for low—power devices in IoT environments , as
described in 2019 at IACR Transactions on Symmetric Cryptology. Combining the structure and implementation of the CRAFT
cipher, this paper proposes a ciphertext—only fault analysis method based on the overwritten fault model, and designs distinguishers
such as Decision Coefficient, Jaccard Similarity Coefficient, Poisson Deviation, and Cosine Similarity, which can break CRAFT
with a 99% success rate. Compared with the traditional fault model, the overwriting fault model has deeper attack rounds and fewer
required faults, which effectively extends the attack range and improves the attack capability. The results show that ciphertext—only
statistical fault analysis poses a serious threat to CRAFT ciphers, and provides the valuable reference for security research on the
implementation of lightweight tweakable block ciphers.
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Tab. 1 Fault numbers required to break CRAFT
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Fig. 1 Overwritten faults model on PN layer of CRAFT
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Fig. 2 Faults propagation path of CRAFT
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Fig. 4 Success rate of key recovery on various conditions
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