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Software defect localization based on branches and variable state differences
ZHANG Daquan, ZHAO Fengyu , LIU Ya

(School of Optical-Electrical and Computer Engineering, University of Shanghai for Science and technology,
Shanghai 200093, China)

[ Abstract] The traditional software defect localization method based on branch paths difference analysis can not effectively explore
the available information such as variable states when the program executed. To solve the problem, this paper proposes a defect
localization method based on the analysis of the differences between branch paths and variable states. First, an instrumentation
method is given for branch and variable information, and then the GCC compiler is used to compile the instrumented program and
output the branch and variable information to obtain the branch coverage matrix. Then the cosine similarity formula to obtain similar
branch path pairs is employed, and the differences in the variables in the similar branch path pairs to improve the suspiciousness of
the defect statements are analyzed. Through the experimental analysis on the Siemens suite and comparison with classic method such
as DStar, it is verified that the method based on the analysis of the differences between branch paths and variable states can
effectively improve the suspicion of software defect statements.

[ Key words] Branch Path Difference; Variable State Difference; Statement Coverage Matrix ; Similar Branch Path Pairs; Software
Defect Localization
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Tab. 1 An example of fault localization based on Tarantula method

=2 15 1,(5,4,3) 1,(5,5,5) 15(5,3,4) 14(3,5,4) 15(3,3,3) [HE-3:5
#include<stdio.h> sy - - - - - -
#include<stdlib.h> Sy - - - - - -
#define N 3 3 - - - - - -
int main( ) Sy 1 1 1 1 1 0.6
{ S5 - - - - - -
int i; S6 1 1 1 1 1 0.6
int a[ NJ; S5 1 1 1 1 1 0.6
int max; Sg 1 1 1 1 1 0.6
max = a[0]; So 1 1 1 1 1 0.6
for(i=0;i<Nji++) 10 1 1 1 1 1 0.6
| S11 - - - - - _
if (a[i] <=max) S1s 1 1 1 1 1 0.6
f 813 - - - - - -
max=ali] 814 1 1 1 1 1 0.6
| Sy _ - - - - -
! S16 - - - - - -
printf (" max: %d\n" ,max) ; 817 1 1 1 1 1 0.6
return 0 Sig 1 1 1 1 1 0.6
f S19 - - - - - -
result - 0 1 0 0 1 -
25 RERA - - - - - - -
i - 0,1,2 0,1,2 0,1,2 0,1,2 0,1,2 -
max - 5,4,3 5,5,5 5,3,3 3,3,3 3,3,3 -
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Tab. 2 Branch execution information
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10 for(i:O;i<N;i++) %
12 if(a[i] <=max) =
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Tab. 3 Variable value information

155 i BUE
10 i 0
14 max 5
10 i 1
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23 DHBEEEERN

A TR R A T 28 50 1Y) 3 S B A i
TR BE TR B AR 7 B — Dl T 9 R A T 2 1)
G RZE R mE PV, Fom AR (1),

pv. =[P, P,, .. P,, R], (1)

Hr, pv, o E #5852 i P, #oR
D BT IR B 20 %40 37, 2 1 3R, R
2 1 0 FoR 3 R, m M H 6] i FRUA T 285 28, AT
W 1 FoR AR H 0 R,

SR BT, 2 () 43 S A 46
PATHIZE R MR BM o , 5K (2) .

BM = [PV,,PV,,..PV 1" (2)

Horp ) BM B B w5, N —1m x n 1Y
FERE  FERE B4 TR m AR 7 T I 43 SR E | Y
SVEL n I B e

R | R, Hor SO S5 BM QR R .
11 1 1 !
1 11 1 1
01001

HEFE BM g EPY, = [1,1,0] " sl
B ¢, PATHS LT A 7332, AT 45 R AR E 1
2.4 BREFECE T EMEREIE R EML

1R 50 B BE T PR A% 22 S5 IO e 7 2 3 i Bk
VB, A3 N AEPA T BB %) I 3K R 9 285 W i AR S
HORIAET A 2o 1Y) B AR 4 G v 45 3k o — AR AR R B
1 AT 25 S R LU, A Bh 32 2 T RS 2 A% 1) 18
B, XTIl AR SO AT R I B AR S A P 1
B SR BEAR 51 BIAE BT BT A B AR B A Th B I 45 4
IR EE A, 20 ARG SRR X B W — N AR
XFHATAS B 25 T e M. AR SCHE IR SR AR BE K T
0. 811 BEAR XSV A AL 53 S B AR KT AT 5347

JAREAK ()T .

i (2, X ;)

Z (xi)2 X Z (yi)z

BM =

(3)

similarity (x; ,y,) =

FARLIF SCER AR G DL A (4) R
sbp = {L(PV,,PV) | similarity(PV,,PV,) = 0.8} ,

PV, € BM,,PV,  BM,. (4)

Horb, sbp FoRHI D SLI AR KT SR G, FEFEBM,
FORPAT R I B2 4R S FERF BM |, 3R
AT L A I AR AR 5 1) i PV, o ThAT
PRI B A2 1a) B PV, Rs PRAT 1B
U BIEEAR

XF ARABL A3 S BR AR XS Th v 2k Bt AR AR B AT 22
SERFLE , DLRAT AR T8 3 19 0 S B AR SR ke K Pt T i
AR EEAE b 5 AR 22 S AR B R B i) PR BE
JERTT

DA 1 YRR 0, 3% 4 S 03 SCERAR AR DL
{8, Hor o, g s BTG 0y 0y 0, AR S
R X R 451

x4 HIBEEMUE
Tab. 4 Similarity of branches
WL T " ‘s
1) 1 1

I3 1 1

ty 1 1

TERINE, b TR 1 hRFEEA — S8
R, BB AT I3 9 2 i 40 S AR AR AR ), 315
FREN ) 43 S AR AL EE AR R 1, H 3K I A5 ) A 3¢
Jr

56, NHAZ(4) 15 B SC X . (e,
L, tetst, T, Tty e, tg,ts)
WX AR P R AR BEBUE M 22 R, g
1 R EIECE 3 17 2050 1 470078 R A EE v %0
X T B A AR AL 43 S B AR, B {1, 051 4D, 4R
XA B max BUERESHIFAE 2. HIL, ik
REAE A IO H) LA PR BEBE N O, DK AR B max B 6T
BRI BERE AR 5, I i) S, S, S, HY T EE
5, HATEAI T BRI 9 0,10 S, 3500 A iR B 16 1
), TR B2 3 v A 368 Ao 3 e i g
3 BEETH

TEY S A% 578 B ARAS 28 5 245 5 (R e 2 3 4
Mg, B4 AN

(1) 4332 578 e A 3R HURN 43 = 78 5 T R A4 i
Bk BRI AR Uy LT B Sk
— A3 e R B PR T e 4 4 S £ B Rt 491
AT e A B4y 7 S

(2) T &EiE A HE 4 Bk 38 o X 43 S0 7 7 A
VAT 43 S AR AR BE 1380 R A o {1 22 52 4 A, TR




57

SRR A, A BT SR SR ROIRAS 22 S B R BRI E 0 T vk 79

TR R SBE R R, B A o R B TR ) R BE R HEAS
30 HXBEREMEEREX

ARSCLL C & AR AT R OF T 458 %)
HeihstAaE A, M GCC ik g X ik 5
AFE PRI AT 20 PEAET , B4 1 R 7 0 S it T

i 5 RMBATE R B 1 it =AML BR AT

WX B SO B B R R R 2 IR A s 2 i AT
DAL B

SR 10 S8 W A A

B 03 AT SRR B

B i oy SOE SRR

(1) A48 43 SRR A B A mxn B2
[ BranchMatrix ;

(2) B3 SCIAT SCAS ST AR 23 SR SRt T
O SRR TR T8 1, RIUTH 0;

(3) BEHOI i B A T 8 2R SO B BhAT i it
FR I 2 P 497 %8 o7 66 B PP B TC SR (BN 1, RSB Y
EHHNO,
3.2 AEREAHEREE

A 1 KA AR IR I 497 i S ) 43
SO AT B R R RIE 2 FESE 2 b AR
BT R EE R ik — 2D 00 S8 W B R 53 o
PAT 188 3t A RIERA T oA a8 5 1) A0 S s AR I LA
I P B BRA T A 30 Ao 1 I ) A2 S Rt o
H 0 B R B AR 5 A T 38 ) ) A D B B R B AR Al
FARSZEIE T A SRR T 0.8 B FEARME AR
O3 SCEEAEXS o I A B Y AR AR S AR
AR PR XS AHOE (8 22 S O A, ARG 722 6 22 e
B3R 25 S0 B TP R T ) Y P B

B 2 Oy SN T S ] B ) R4S B

B o SO R R REPATE R

i TR T SBERE AR

(1) ARk D0 3P 91 A A 2 75 o 4 R o )
S U A 7 38 A R SuceMatrix FIHHA T A 38
1 A FEFF FaultMatrix

(2) H K B FaultMatrix WP Y 3% 42, 20 51 5
SuceMatrix H A2 BRI AR S2AE T 15 31043 3¢
AHRLE BranchSimilarity ;

(3) B BranchSimilarity KT 0.8 #4332, 20 i{AH
L3 STRARRT

(4) X EE— AL S AR X AL i AR v A 22
R AEZEESR

(5) X FAETE 22 5 A8 & DiffVariable , ¥ 5 [
1275 1 )18 40) DiffStatement B9 SEREHATN 1,

(6) XTRFAFL A SRR AR X B AT A HR (4) Fl
(5), 211 DiffStatement [0 £, FH-44 1T S8 5 b =5 )
JEHET e AS 2B ] SE R HES StatementRank
4 IS

ARSCE T T X LS AR S i T
Tarantula ,Ochiai F1 DStar = & #iL 75 9% 75 5] — 50 P
A8 B T A SE I 38 A oF Lo A RIS AS I 28R
AL B A BB L 3R U A SO 6 1A 350k
4.1 LEHIE

RSO FH 25 BB Siemens 204G & R 475250 1%
LI EMALE teas replace 55 7 4~ C 1B dn's AU FE
Jo, AT AP A S — A IR R Y AR FE T
PN TAEAFE R A, ) HTH P B B R= ARAS I A
A IS B AT 52 S BnIEAS S5 2 A Rk
TZESAE A 1Y BT A AR WA K 3k FH A5 Rl LUAE SIR
PSR . R 5 A SRR P YA L

%5 Siemens BFEEER

Tab. 5 Siemens programs basic information

T4 Ja A (A WA VLR JiERAEREUS
printtokens 7 472 4056 ok sseh
printtokens2 10 399 4071 AT
replace 32 512 5542 REC e e
schedule 9 292 2650 ek in i
schedule2 10 301 2680 PRACH I
teas 41 141 1578 BRI 43
totinfo 23 440 1054 gt ZREAE

42 ZHREERPRE

ARG CentOST REE, X #9 GCC iR
A 4.8.5, HEHAFART

(1) (AR SCHR S A AE T2 B 7 A i 1 7
bk

(2) ] GCC Gt SR P THAE S 1 A% 7 A
i o A BN HIEIERAT 08 2 3 5 72 1A B A i ]
BIFRATHE R 5

(3) AR 1 w5 0 TR #5334
1715 B AR 73 S0 5 AR I

(4) 5343 370 5 48 e A8 T e fa A sz A Kot
SR SARBLRE | ST AR DL R AR X 5

(5) XPAEARL % A2 %) v (19 A8 Al 2% S 4 A, Ot
SR R BEE

(6) KA )7 25 Tarantula , Ochiai 1 DStar J7
AR B BT8R ] SEREHE HEATRELE
4.3 ZHERRKRIH

SEES T SE A Siemens BUHE 5 H ) teas B2 H



80 s

i 2 S I I VA

510 %

VAR SO 5 04 7 6 3 R FIASCR | o A A B8
R LTI, IR R AT AT, X teas FEIF Y
V12 SRR PIAT [ SC5 20 R, A5 20 T Se g v
4 rh ) B

VARG ¢ SR8, i A4 s 0 R 3 5 A O
PATIN B, FTAR513R 6 FR 40 XI5 B AR 7
JIE RS e BUEAE B

Fo6 MiXAG 3 HZHITER

Tab. 6 Branch execution information
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Tab. 9 Ranking of suspect degree of defective statements
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Fig. 1 Comparison of Siemens program localization results
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Fig. 1 Transition mode
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Fig. 2 Error diagram of the filter system
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