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Research on analysis and recognition of abnormal behavior characteristics of
networked software
HU Liu, ZHANG Siping, XIAO Yaoxing, DENG Ciyun, LU Yanzhi
(Hunan College of Information,ChangSha 410200, China)

[ Abstract] Aiming at the characteristics of complexity, ambiguity, and uncontrollability of abnormal behavior of networked
software, this paper proposes an analysis model for abnormal behavior of networked software. The model consists of a behavior
extraction module, a behavior analysis module, and a behavior recognition module. By extracting the calling behavior of software
messages, system application program interfaces, system functions, etc., the behavior recognition is combined with the trust

calculation method to realize the software behavior classification.
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Fig. 1 The way software behaves
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Fig. 2 Software behavior feature classification process
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Fig. 3 Software behavior characteristic analysis model
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Fig. 4 Function calling process
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Tab. 1 Weight distribution table
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Fig. 5 LIBSVM classification chart
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Fig. 7 Watch courseware
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Fig. 8 Course management

Fig. 9 Courseware upload
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