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Design and Implementation of BGP Security Incident Fast Detection Framework

HUO Junjie, ZHANG Yu, FANG Binxing
( School of Computer Science and Technology, Harbin Institute of Technology, Harbin 150001, China)

[ Abstract] Border Gateway Protocol ( BGP) plays an irreplaceable role in the field of routing exchange and network
interconnection, and it is the basic core of world network interconnection.. BGP security incidents have the characteristics of wide
influence and great harm, so it is necessary to find BGP security incidents in time and then conduct troubleshooting and repair them.
However, the current detection framework is slow in data processing, extended in detection time, and unable to reproduce security
events. Based on the above requirements, a fast BGP security incident detection framework is designed and proposed. This
framework is designed to modularity from four aspects: structure, function, operation and maintenance. Data flows through each
module in the form of pipeline flow. Secondly, a scheme of BGP security event detection based on distributed shared memory is
proposed, and an extensible distributed history database is designed for forensics and recurrence of security events. Finally, the
whole scheme design is preliminarily deployed, and the function realization and performance index are evaluated.
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Fig.3 BGP prefix hijacking detection process
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