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Research on DDoS attack detection methods based on SOINN
LI Huimin

( Department of Information Engineering, Fujian Chuanzheng Communications College, Fuzhou 350007, China)

[ Abstract] Distributed denial of service (DDoS) attack is a distributed and cooperative large—scale network attack. Although many
DDoS attack detection methods have high detection rate for known types of attacks, they lack of effective detection of new attack
types when the attack forms change rapidly. A DDoS attack detection method based on SOINN is proposed. Based on the analysis of
attack traffic, five important features are extracted to establish the SOINN detection model. Finally, the effectiveness of the detection
method is verified by experiments. Experimental results show that this method has high detection rate and low misjudgment rate for

known attack traffic, and the incremental learning feature of SOINN is helpful to detect new attack types.
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Fig. 1 DDoS attack detection flow based on SOINN
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Tab. 2 Experimental results
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Tab. 4 Detection effect of SOINN model when dynamic update %
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