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Towards—federated-learning local differential privacy design
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[ Abstract] To investigate the impact of local differential privacy on model accuracy and improve the server—side aggregation speed
as well as the convergence speed of the local model under the weight aggregation framework of federated learning, this paper
explores the impact of the number of cells, &, the number of clients, the perturbation mechanism and the data distribution method on
the model accuracy for the implementation of the local differential privacy mechanism for federated learning. This paper also designs
an adaptive privacy budget strategy to improve the convergence speed of the model by using the similarity of neighboring round
models to establish an inverse relationship with the initial privacy budget and thus adaptively adjust the privacy budget. Experiments
show that in terms of accuracy loss, it becomes smaller as the number of cells,e, and the number of clients increase; the results of
RR, OUE are approximately the same for equal £, and NonlID has a higher accuracy loss rate than //D; the adaptive privacy budget

strategy can improve the model convergence speed according to the similarity of the adjacent round models.
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1. Parameter Server Executes:

2: My« 55 aswIh 14 R isi sy

3. /7% oy B AR 4

4. DataSetBalanceAllocation(IsIID)

5. for epoch ¢ in range (E) do

6 for clienti € S, do

7. /BB
8: M, = ClientUpdateModel (i ,My,)

9:  // BAEHIH SRR

10, PM. = Perturb(i,M;,&")

11: end for

12 //RE MR sh i

13: M' = Aggeration( PM' ,--- ,PM")
14 . end for

15 return M}

16: //FERE TR

17 ClientUpdateModel (i ,M},) :

18: M« M,

19: B < DB, BNl HUK/INA B At &

20 for local epoch e in range(E,) do

21.  for batchb € B do

22; ///MEEBREE T

23 M <« M -y RNL(M;b)

24. end for

25. end for

26 return M;
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Fig. 3 Impact of privacy budget on accuracy loss
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