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The Design of Access Control System Based on Internet of Things
WU Chaogiong, XU Zhonghua, LU Xiaoxing, YANG Caiguang

(College of physics and electrical engineering, Guangxi Normal University for Nationalities, Chongzuo Guangxi 532200, China)

[ Abstract] Internet of Things technology is more and more applied in our life, bringing convenience to life. Based on the concept

of intelligence, convenience and security, this paper designs the Internet of Things access control system with access control

terminal, server and mobile APP. This design is based on Internet of Things technology and microcontroller STM32. It designs and

develops an Internet of Things access control system that can unlock by keypad input, fingerprint input and remote fingerprint unlock
by mobile APP. The terminal device USES STM32F103, a low—cost and reliable control unit, to communicate with the mobile APP
via the server. This design has certain reference value to intelligent access control security management.
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Fig. 1 Block diagram of access control terminal system
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Fig. 2 Network structure diagram of the system
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Fig. 3 Flow chart of software updates
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Fig. 4 Flow chart of access control terminal software
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Fig. 5 Diagram of server workflow
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Fig. 6 Workflow diagram of APP
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Fig. 7 Physical drawing of access control terminal equipment
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Fig. 8 Interface of internet of things access system APP
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