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[ Abstract] Aiming at the access security problem of X-DSP storage space, this paper adopts the principle of hardware protection
to design a storage protection unit, and decides whether to allow unauthorized users to access the storage protection area by checking
whether the access request attribute is secure, so as to realize the data protection function of storage space. The System Verilog
Assertions is used to write the functional attribute description of the storage protection unit and Assertions are used to complete the
formal verification of the storage protection unit. In the x—DSP chip verification environment, FPGA prototype verification was used
to complete the functional test of storage protection unit. The results show that the storage protection unit realizes data protection of
X-DSP storage space, prevents illegal programs from destroying the security space and prevents unauthorized users from accessing
the storage space. In addition, the assertion verification method guarantees the completeness of functional verification, thus
shortening the product development cycle.
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Fig. 1 The formal structure diagram of memory protection unit
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Fig. 2 Assertion—based verification flow of memory protection unit
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Fig. 3 The building flow of the property
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] 1. property one;

pwl_key _true | => | CSM.CSM && | CSM.
ECSL;

endproperty

assert_one: assert property (one) ;

cover_one: cover property (one) ;
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Fig. 4 The result of memory protection unit assertion — based

verification
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Fig. 5 The testing platform of FPGA prototype verification
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