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Research on SQL attack detection technology based on machine learning
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[ Abstract] In the field of information security, SQL injection is regarded as a kind of attack mode which threatens the network
security greatly because of its wide application range, low operation threshold and great loss. The purpose of this paper is to test
different machine learning algorithms for distinguishing SQL injection attacks. The paper collects a large number of SQL injection
attack statements, selects four different machine learning models to build classifiers, and uses the data collected above to train them.
Finally, the paper tests the classifiers built by the four algorithms and concludes that the most suitable machine learning algorithm for
detecting SQLMAP is convolutional neural network (CNN) algorithm.
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Tab. 2 Partial SQL injection requests and attack types
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Fig. 2 SQL injection attack model of attack tree
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Tab. 3 Formal description and example of attack load
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Tab. 5 Judgment basis of attack load
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Tab. 6 The false negative rate and false positive rate of models
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Fig. 8 Accuracy of four kinds of models
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Fig. 9 Classification results of erroneous SQL injection statements
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