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Research on judicial forensics of WeChat voice data based on Android system
LIU Jiying, TAN Zhenjiang
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[ Abstract] The current Internet technology is developing rapidly, and all work is on the road to informatization. At the end of
2017, the supervision system reform work was gradually carried out across the country.Since the reform, through the extraction,
analysis and sorting of mobile phone information, it has played a very important role in the investigation and investigation of cases.
This article promotes the progress of the case investigation and investigation through the research and discussion of WeChat voice

forensics in Android phones, and improves the efficiency of the case inspection and supervision.
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Fig. 1 Mobile data forensics steps

2 Android REHIETFHE

TR, 2% e 3 Android £ 48 B9 TF IR M, B
4 Android R T2 N T 8 # &% &%
Android REGEA 5 FPAEfift 5 2R A7 A [a] 26 28 14 %
i, AR BAR IR

(1) SharedPreferences ; 17 fif v FH F2 ¥ 14 fic B 15
]

RNy

(2) Files : A7 R AR

(3)SQLite DataBase : FEA#H P A S A B

(4) ConteneProvider : SZENAF2 7 (8] BB L=

(5) W& . 30 3k 3% 2 9 24 > $E OB A% i 5
BRI
3 RUSEEBUETL(E
3.1 REEFBENFERRE

ENTALEAE FAH —1 Tencent H 7" , Tencent

W F ML App Fidls A7k H %, Tencent T Y
MicroMsg H s 77 4 Tfa FH P 1 22 A Sc
K2 fos e dd o I i AR R, A
e, 23 LS A R IS K S, B s — K
5, /Tencent/MicroMsg/” B 1% T 1l 23 Al g — > %%
S KR S SR A — A voice2 H SR,
H bttt AR MR TR Ie s, $R3H
T2 Y. ame SO, 33X 80 R TR A SO
7, sl 3 B

& 2 MicroMsg H %
Fig. 2 MicroMsg directory

B3 REEExH
Fig. 3 WeChat voice file

3.2 REEEXHEN

A AR RS 2 iR T R E T S,
P8 DS A2 R I ASBE LR 48 DLAS 2 1)
amr SCUFIUF 8 A0 Sk o TR T8 & R AT EA7 i
T LSO A T AR ) R Ah 3L ok SR A
R SO BB R 1. amr SCAFHEAT A Ji
fifhi . KAy amr SCHELL SILK_V3 I3k | #5554 J5
AT TE R TICRR ST | st W A Al g Ak B A A
W, Bk U, R Bk amr SCHFRYHET 10 4~
A 11 12 T A E A R R R Bl AR
N, HIERY Silk B NS 13 F95 8 N N5 5 I
LR TR %) 05 7R L R 5, ZRHE Silk %%
P 3 ] Skype A FFEE X R R4 T A A B L
e MP3 A8 2 AT DA IE B R T

FAES R . ] WinHex T HORAZ M. amr 3¢
PR SCHFSAB B, IR 4 FTR, 8 S 4T 3k i4 A
10 757 0x02 0x23 0x21 0x53 0x49 0x4C 0x4B
0x5F 0x56 0x33”, #LFIZE 11 .12 F4 , NK 4 HFH
B A7 0x0C” F1”0x00™ , 2 A% 1 il 52 44 13,13 5k /2
AR mAL =, I 0xA7” FFER Y 13 57 0xA7
0x2B 0x74 0xF7 0xA8 OxEE 0x49 0xE5 0xEO 0x23
0x70 0x43 OxOB” J& A& & W SC A HAE R IR &
ARSI AT BUR |, T8 3 A0 48 53 ol S
B MP3 k52,

4 .amr XHEER

Fig. 4 .amr file information
3.3 .amr XHSMEEFTXKE
voice2 H R R— A~ amr SCHFER 2 — 25505
Wi ER TR amr SO R0 K T B OC B
b S K BEREAS amr SCUE A 2 JZH S, W
Bl S 7R, do” " fe”, J /N BE il AT, XA
P SR TH A JCHE 1) H 2 AR R i i s TR



53

XA, 45 FET Android RGBT Kb Rl ik BOIERT ST 191

AL LLEE amr SO0 R B0 R 8 OCHE |12

Es5 REEEXHLEAEER
Fig. 5 Two-layer directory on WeChat voice file
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