2020 &£ 8 A
Aug. 2020

®10%E £8H 2 B8 it E M5 M A

Vol.10 No.8 Intelligent Computer and Applications

FE 425 TP393.0

EF 1Pv6 BIEE L& X DDoS IX &5 & /Y

JEEEE, IR, A AR, R
(1 BRI JERELE 0, BB TOF 136000; 2 # BRI A% BRIV, 7K IOF 136000)

B E.MAZBEMOLEIP R ERM R S IPvA Wt TR PP A T BT fh oL IPv6 Fr46-5 % & IPv4
1) IPv6 i, R 7T ZALUY 3 & W %% 4, DDoS Y4 —#F 5 THAF Bt E iR e WM& &, A IPv6 M%&) & ERRTE
Mo MEKLFERERKLB TRRXOGRA AT SRR TRELAGEF K, 2525 ME L K# TR, AL IPv6 Ty
DDoS = #4788 50, 3T T IPv6 #9834 5%, DDoS 5L E-F &, AL H oM T IPv6 4945 & (6145 IPv6 e IR & skt ik )
% DDoS #4% & ( &.46 DDoS #4% I A R 3L) , FF 7 IPv6 @r}* #) DDoS B, & TR E Mg s A oA XM AR fo i
AR X FIE T IPv6 #9444 & DDoS X £-F &

X4 IPv6; DDoS; W% %4

SERAR SRS A

Zit 5|

XEHS: 2095-2163(2020)08-0097-04

Design and implementation of simulated integrated DDoS attack
platform based on IPv6

ZHOU Pengwei', TAN Zhenjiang' , ZHOU Wei', FANG Dajia’

(1 Computer College, Jilin Normal University, Siping 136000, Jilin, China;
2 ComputerCollege, Jilin Normal University, Siping 136000, Jilin, China)

[ Abstract] With the development of Internet, the demand of IP is growing, and IPv4 is running out. To deal with this situation,
IPv6 began to spread. Transition from IPv4 to IPv6 is a problem that can not be ignored is network security. As an easy to operate
and highly aggressive network attack, DDoS is harmful to IPv6 network. At the same time, network attack technology has also been
greatly improved.In order to deal with the possible cyber war in the future , we need to study the network attack. Therefore, this paper
studies DDoS attacks under IPv6 and designs a simulated integrated DDoS attack platform based on IPv6.This paper first analyzes the
characteristics of IPv6,including the status and advancement of IPv6,and the characteristics of DDoS, including the classification,
phenomenon and principle of DDoS. Later the DDoS threat of IPv6 is studied. Based on the tree structure of dynamic distributed
network model and plug—in technology, this paper designs and implements a simulation integrated DDoS attack platform based on
IPv6.
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Fig. 1 Schematic diagram of DDoS invasion
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Tab. 2 Comparative analysis of two network systems
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