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[ Abstract] With the rapid development of the ubiquitous Power Internet of Things ( UPIOT) , the security problems of its sensor
networks are also widely concerned. Traditional sensor networks are composed of hundreds of self—organizing sensor nodes. Key
management is one of the most important security primitives in state grid, security monitoring and so on. Although public key
encryption schemes such as RSA and elliptic curve can provide sufficient security, their use is limited due to the large amount of
computation and the conflict with the resource constraints of sensor nodes. For the security management of cluster keys, this paper
introduces the concept of bivariate polynomial into key management. This not only ensures the pair key between any two nodes, also
for key distribution between the clusters of the bivariate polynomial, and finally to generate various features in the key management
of bivariate polynomial test.Under different order polynomial, the simulation experiment and the simulation results are analyzed.
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Fig. 1 Ubiquitous power Internet of things architecture
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Fig. 3 Calculation result and calculation diagram of network scale
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Fig. 4 Calculation result and calculation diagram of network scale
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