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The research and design of encryption of electric infrared image
based on a mixture of AES and chaotic encryption theory

WU Muyang' *, YAO Yafeng’, TANG Yi’

(1 HunanHuaihua Branch, State Grid, Huaihua 418000, Hunan, China; 2 School of Mechatronics,China University of Geosciences,
Wuhan 430074, China; 3 School of Automation, Central South University, Changsha 410013, China)

[ Abstract] With the rapid development of ubiquitous power Internet of Things,it has become much more important to improve its
reliability and security. Taking the network information security problem as the breakthrough point,based on the feature of the AES
(Advanced Encryption Standard ) algorithm and the pseudo —randomness of the chaotic encryption algorithm when generating
sequences, a hybrid of AES encryption and chaotic encryption algorithm is proposed. Taking electrical infrared image as an
example, the hybrid encryption of the sample image is completed through Matlab. In order to verify the security of the hybrid
encryption algorithm, the experiment uses adjacent pixel correlation and histogram as evaluation criteria. The result shows that the
hybrid encryption algorithm is more secure than the unilateral AES encryption algorithm, and its application prospects are broader.
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Tab. 1 Comparison of different algorithms
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Fig. 1 Infrared imaging simulation
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Tab. 2 Comparison of chaos and encryption

TR g B B ik
s g AL i HH EA LAY 23 A R s
XSEEUR XRREAYHE WSR2
RAETE HAYHE R es BB m 2
ARGHENE  DIREHLIE Pk RGP LR 5
RS Sk (Ml ) 220 TR SR IR

ARSCRH] Logistic BRI TR TR, Xof 1415 7

frimes , KAk A0
X, =X, xux(1-X,), (1)

Horp, X, RER; w WRGERISEL

R, B X e (0,1) W, Logistic WL T/E
A TRMERA . Bk, W146 5514 X, 7€ Logistic BRET
YEFITT 7R e AR SR B AN S0 5 T e L 7
Bl Z 0, A LAY PP 9 B WSS T e — AR AL

M <p < 3B, EFMHRHOM 1L/, ZUWRER)E
FPI ST XML —, 23 <p < 41, REE
P A SR [ R . A, 2 3.569 945 6+ < u
< 4 I, R ATRIARAS B AE Y (B4 T—F

DBERL A BPIRZS , BEE w BT 4, 1R P
M, M = 4 B, Logistic BLSS Y Lyapunov 35 %04
n2=0.6931,

TRIERY NS sl R,

2.1 iR

(1) 3 E I Logistic RHESE U, M U, XAIME
XIO \XZOO

(2) IR R A BT AR R EZ AN 256 R
RIBHE 1B d,d e [0,255],d BRL) 256 Hy4E
RAVEREN B bk e (0,0),

(3) 4B b XHR M RGN G T
B Xy = (X, +k)/2,X, = (Xy +k)/2, BIEJR
X, Xy VBN logistic IRTERGEIWIAGIE A58 2 K
BER M+ N B SRR T TS

(4) FeA55(3) 20 2 AN SEMRIERAS, 1593 2kt
AIRTERES1: 1y 1(0) | 1920 | i = 1,23, M %N,

(5) WU IER P B — 5 n(n RIZRITFS) 0
BT HE W R SRR IE S v, (n) F4 35 0% 2%
H:k(n) = mod(floor(y1(n) *10 % 15),256) ; #F n
A T R SRR BT HN Y v, (n) RSN %5 .
k(n) = mod(floor(y2(n) * 10 % 15) ,256) ,

(6) IR R A IS n DR R KK EAE
A(x,y) SHIE(S) P24 logistic ZEAME AT 3k
LS SR AR BINER AR RE A (x,y) o

(7) REBATLIR(S) L (6) BAE, HEIITA 1R
AU RIS I R A7
2.2 BEIRE

fif 25 b B I T o AL B A 3 Aok AR 28 I ) 45
VESRAHIE AR RS o X TR Sk 10 S 967 L [m) AR
JI MATLAB 347, SCHRS5RANIE 2 Bs,

B2 BEMZHEIEE

Fig. 2 Chaotic decryption simulation process diagram
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Tab. 3 Single mixed encryption comparison
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Fig. 3 Adjacent pixel correlation diagram Fig. 4 Correlation diagram of adjacent pixels Fig. 5 Correlation map of adjacent pixels

of original image
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Tab. 4 Correlation coefficient in all directions
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Fig. 6 Histogram comparison before and after encryption
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